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Abstract  
The vulnerability of organizations to security breaches and the severity of these breaches have become key 
issues in organizations. The cost incurred from the breaches can be damaging and difficult to recover 
from. Cyberinsurance has been portrayed as a risk management strategy that aims to protect 
organizations from the crippling cost of security breaches. Thus, this study is interested in understanding 
the factors affecting the intent to purchase cyberinsurance from the perspective of top managers. Not only 
do we want to understand the factors affecting top manager’s intent to purchase cyberinsurance as a 
protective approach, of interest also, is the examination of its effect on the organization’s security posture.  
 
Cyberinsurance is an insurance product used to protect organizations from risks derived from the use of 
the internet and information systems, and has been defined as the transfer of financial risk associated 
with security/data breaches to a third party (Böhme and Schwartz 2010). Researchers, practitioners and 
regulators (Bolot and Lelarge 2008; Department of Homeland Security 2012; Gordon et al. 2003) argue 
that cyberinsurance increases IT security by encouraging the adoption of security best practices. The 
notion is that the requirements for receiving a policy encourages the implementation of best practice 
security measures.  Thus, this paper seeks to empirically test this phenomenon by using the protection 
motivation theory (PMT) (Rogers et al. 1983). The reason for choosing the PMT framework is because it 
has successfully been used to predict protection motivation behaviors in many different areas including 
information security, health, politics (Boss et al. 2015; Floyd et al. 2000).  
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